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The programme Includes:

• How  technology is 
changing and its effects

• Information about children 
and young people’s online  
world

• The risk of technology
• What you can do as parents
• Good practice guidelines
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Whose responsibility is it to make the internet a better place?

❑ Why don’t Google take down inappropriate sites?
❑ What is BT doing?
❑ Why don’t Facebook ban more people?

Children aged 11 and younger are all digital natives. However, those aged 
16 and over may have only had half of their lives online and may never 
have been taught about the possibility of online exploitation. 









Many children are inducted into the use of 
tablets from a young age and develop a wide 
range of competences and skills in their use.  
The tablet is their preferred form of technology.  
The data indicated that children’s play and 
creativity can be fostered by apps, but this very 
much depends on the design of the apps, in 
addition to the personality and interest of the 
individual children.  However, some of the most 
popular apps provide limited opportunities for 
play and creativity and are not age-appropriate.



• There is a significant increase in reports of children being 
incited to engage in sexual activity online

• The age of children being targeted online is dropping as 
more and more young children are making use of tablets 
and mobile devices

• There is clear evidence that Parents, Carers and 
professionals are unaware of the extent of online activity 
and the level of risk that young children are being 
exposed to.

• The issue of ‘Sexting’ in schools is a growing problem and 
many schools are unsure of how to deal with the 
associated issues which can often have a devastating 
impact on the child
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THE DEVELOPING PICTURE IN ESSEX



8 of the worst apps your child should not see



Tumblr
Many children and young teens are also active on this 17+ photo-
sharing app. It can also be used for sharing videos and 
chatting. Tumblr is "too raunchy for kids" because users can easily 
access pornographic, violent, and inappropriate content.  Users 
need to jump through hoops to set up privacy settings — and until 
then, all of a user's photo and content is public for all to see. 

Mental health experts say that Tumblr can be damaging to 
adolescents' mental health because it tends to glorify self-harm 
and eating disorders.



Instagram 

This hugely popular photo-sharing site is owned by Facebook so you may be more 
familiar with it than with other photo-sharing apps. Users can add cool filters or 
create collages of their photos and share them across Facebook and other social 
media platforms. The app is rated 13+ and may be slightly tamer than Tumblr, but 
users are still exposed to mature or inappropriate content and comments 
throughout the app.



Online exploitation can be sexual, emotional, 
physical, radical and/or reputational and can occur, 
as a result of online grooming through interaction, 
within all aspects of social media.  The online bully, 
the sexual predator or the extreme ideologist will all 
use a form of online grooming to entrap their  
victim. 

What is online exploitation?



Providing advice for  parents, carers, educators and 
professionals who work with children, irrespective 
of their IT knowledge, is a priority.  
Online safety is about understanding online 
behaviour, and knowing the difference between risk, 
danger and harm.

Understanding online exploitation?

Risk – Danger – Harm

Social media, social networking and gaming sites are 
all used by online sexual sociopathic and ideologist 
predators.  



Risk - Downloading and using applications, websites 
or operating systems (Windows, iOS, Android)

Danger – Illegal or inappropriate online behaviour as 
a result of contact, online conduct or content

Harm – Emotional, sexual, physical online 
exploitation, online radicalisation and online 
reputational damage

Understanding online exploitation?

Risk – Danger – Harm
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Online gaming.

67% of 7-10 year old 
boys use the internet to 
play games

84% of 11-16 year old 
boys play online games 
via a console



Online gaming carries many of the risks 
that other online activities carry. 

The games often involve many other 
players, meaning your child could be 
interacting with strangers in an 
environment they feel completely 
comfortable and at ease in.

The Risks?



Many games sites will also allow the 
user to create a profile, using personal 
information, and without the proper 
safety precautions this could be open 
for all to see (much like a social 
networking profile).

The Risks?



Games that use multi-player 
technology mean that children can be 
playing with, and talking to, strangers 
from all over the world, even perhaps 
exchanging their contact details.

The Risks?



Many children and their parents ignore 
the PEGI age appropriate guidelines 
that feature on the covers of online 
games.  

Many players also automatically leave 
the communal areas of the game which 
offer some protection and moderation 
because they want to chat one-to-one 
with their opponent by using direct 
messaging services.

Pan European Game Information



Breck Bednar

14 year old Breck Bednar 
was using Battlefield and 
Call of Duty, which his 
mother stopped him 
from using when it was 
identified that 19-year-
old Lewis Daynes was 
grooming him.

Breck continued using an 
app called Team Speak 
and he was later lured to 
his death by Daynes.



Downloading, uploading and streaming 
music:

• Spotify

• Kodi

• Napster

• Putlocker

• Limewire

Music streaming and downloading



Downloading music and videos can 
result in computer systems being at risk 
of computer viruses.

The three most common viruses

Random Access Tool

Cryptolock

Keylogger 

The risks?



Instant Messaging (IM) and chat rooms



The primary risks come from the 
potential to meet strangers online who 
are often not who they say they are.  
There is also the risk of online grooming, 
i.e. attempting to establish a trusting 
relationship using technology as a means 
to sexually abuse children and young 
people.

What are the risks?



• Updating their status

• Sharing photos

• Creating Profiles

• Adding collecting friends

• Using the site’s instant messaging 
functions

Social networking



Online profiles such as those on 
Twitter and Facebook mean too much 
information can be shared with 
friends and strangers, including 
where a child lives, their phone 
number and email address.

What are the risks?



Photos identify what they look like and 
status updates give a feel for their 
personality and what they like to do. 

All this information makes them an ideal 
target for sex offenders.

What are the risks?



In addition, sharing too much 
information means your finances can 
be hacked, your identify stolen and, if 
you give information about where 
you live and when you are away on 
holiday, your house could be burgled.

What are the risks?



• Using GPS (Global Positioning System) 
that uses satellites to track location 
and time information.

• Accessing the internet using 3G and 
now speedier 4G.

• Sending and receiving photos and 
video

• Using IM (BBM, WhatsApp, iMessage

• Purchasing from apps, coins, levels!

Mobiles, smartphones and tablets



• GPS on these devices allow posts to 
be found.  There is software on apps 
which can pinpoint a posting within 5 
metres of the address of the user. 
These apps can show posts from the 
10 most popular media sites, even 
when privacy settings are on.  

• Online predators use schools, venues 
or landmarks, to trick children into 
saying they know them.

What are the risks?



Any photos taken on an android phone are 
accessible by Google and can be accessed via 
google images.  Your photos are no longer 
personal.

84% of 11-16 year olds own smart phones with 
cameras.  What images are being saved on their 
google device??

A bit about google!

To purchase an app from an android device requires 
the user to have a Gmail account, an email service 
run by Google.



Online Bullying



Online Bullying

Online bullying means bullying using technology. It is 
a risk on any internet-enabled device.

“You need to take that 
profile picture down, 
your ugly face makes 

me sick”

“Why aren’t you 
dead yet? Go crawl 

in a hole and kill 
yourself!.”

“Do you have that 
money for me yet?“I'm going to send 

these pictures to 
everyone.”



The way we hurt has evolved.

Cyberbullying can start as a joke and 
spiral out of control.

Unlike traditional face-to-face bullying, 
online bullying can take place at any 
time.  

Online Bullying/Cyberbullying



Online Bullying/Cyberbullying



Sexting

Sexting is nude or 
sexually explicit photo-
sharing or text 
messaging, usually 
shared using mobile 
phones but also on other 
devices such as webcams 
over the internet.  
However the use of the 
word sexting can be 
unhelpful because it is an 
adult word that describes 
teenagers’ behaviour and 
teenagers can switch off 
when they are being 
spoken to or advised 
about it.

More often, teenagers 
use the expression ‘Sexy 
Selfie’ which more 
accurately describes what 
they are doing.  That is 
taking a selfie that makes  
them look prettier, 
special and/or sexy.
They do not see an issue 
with it: however it is for 
them to make the 
decision that they should 
stop.



Sexting

Six out of 10 
teenagers say 
they have 
been asked for 
sexual images 
or videos

40 percent of 
those 
questioned 
said  they had, 
created a 
sexual image 
or video

25 percent 
said they had 
sent  one to 
someone else 
by text

33 percent 
said they had 
sent it to 
someone they 
knew online 
but had never 
met

15 percent 
said they had 
sent the 
material to a 
stranger.



Sexting

Naked photo of themselves Topless photo of themselves Photo in underwear

Further research was carried out in the UK with boys and girls from the school years 
7-9 (age 11 – 14). They were asked what they considered to be inappropriate.

What do you think?



Sexting

84% said it would be 
inappropriate to take a naked 

photo of themselves.
Topless photo of themselves Photo in underwear



Sexting

84% said it would be 
inappropriate to take a naked 

photo of themselves.

63% said it would be 
inappropriate to take topless 
photo of themselves.

Photo in underwear



Sexting

84% said it would be 
inappropriate to take a naked 

photo of themselves.

63% said it would be 
inappropriate to take topless 
photo of themselves.

53% said it would be 
inappropriate to take a photo 
in their underwear,
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Sexting:

Why do young people 
send Sext messages?

Research in schools has 
revealed that young people 
increasingly see sexting as 

part of a ‘normal’ 
relationship.



It can be an expression 
of ‘romance’ giving 
them a feeling of shared 
intimacy with a partner



Flirting or showing off 
(party behaviour)



For a laugh or to feel sexy





48

The legal consequence in the UK

Under British law it is legal to have sex aged 16 
and over.  But it is illegal and a serious criminal 
offence to take, hold or share indecent photos 
of anyone aged under 18 – even if the person 
who has the image is under 18 themselves.  
It also does not matter whether they are 
boyfriend or girlfriend.  Not only could the 
person be prosecuted, but they could be 
required by law to register as a sex offender.
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Using video chat sites via a webcam

• Talking to friends or strangers
• Using Chat Roulette/Omegle type sites
• Skyping



50

Using video chat sites via a webcam - the risks

Webcams are great for chatting with distant 
family and friends, but there are risks attached 
to them.  
Young  people can chat freely with strangers who 
may have lied about their age and could arrange 
to meet in the real world on their own. 
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Using video chat sites via a webcam - the risks

Also hackers can hack into your laptop or computer and 
watch what you are doing through the webcam.  
A 19-year-old man from Temecula, California has been 
arrested for 'sextorting' Miss Teen USA, Cassidy Wolf, after 
he allegedly hacked into a webcam in her bedroom and 
took pictures as she undressed. 
Jared James Abrahams surrendered to FBI agents in 
Orange County on Thursday. He is accused of cybercrimes 
and investigators who have been probing the teen since 
March said more than a dozen other victims had been 
identified.
Wolf, who was crowned Miss USA in August after winning 
Miss California Teen, revealed she received an anonymous 
email from someone claiming to have taken nude 
photographs of her using her own webcam.
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Using video chat sites via a webcam - the risks



Both of these sites are social media pages. Which screenshot do you 
think is Facebook?  Which site is the other one?

A B



• What children and young 
people do online and the risks 
technology poses

• How a poor online reputation 
can affect you in the real world.

PLEASE TAL;K WIRTH YOUR 
CHILDREN ABOUT THEIR ONLINE 
ACTIVITY.



Popular Games

Warning!

The next six slides carry a content warning.  These are 
the six most popular games for young teenagers and 
adults.



In this game you perform at a strip club, you can take drugs 
with the Shaundi character of old, and you can even coerce a 
robot into performing oral sex on you. What more do you 
expect of a game which eagerly offers you a giant, wobbly 
sex toy as a weapon?



You play as one of several women competing in a beach 
volleyball tournament – we know, the stakes couldn’t be 
higher. Perhaps the most inappropriate aspect of this game 
is the amount of attention the developers paid to the 
physics of breasts.



This is a title that doesn’t leave much to the imagination. 
You take on the roles of high school shooters, Eric Harris 
and Dylan Klebold on the day they entered their high 
school and shot multiple victims, killing and injuring many 
innocents.



You play as a stalker/rapist/scumbag who is intent on raping a 

mother and her two daughters, with the intention of 

eventually turning the women into his sex slaves. The game is 

basically a rape simulator with several disturbing game 

modes.



This is pretty much a game that does what it says on its extremely inappropriate 
tin. You start by choosing which type of racist you fancy playing as – a neo-Nazi or 
a member of the Ku Klux Klan. Decisions, decisions decision.  You then embark on 
a quest to ‘cleanse’ a ghetto, killing African-American and Latino citizens. The 
game then takes us into the subway where we switch our attentions to the 
Jewish Community.



From the standard fare of the series, like soliciting one of the 
city’s many prostitutes and savagely beating down an OAP 
for a measly $5, to new inappropriate additions like visiting 
the nudist colony or doing a sexy yoga class.
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Safeguarding Children & Young People

Safeguarding
We all have a responsibility 

Every Child Matters


